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(54) COMMUNICATION EQUIPMENT, COMMUNICATION SYSTEM, AND COMPUTER 
READABLE STORAGE MEDIUM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To securely perform 
authentication by only performing unidirectional 
communication on a network once. 
SOLUTION: In a Web browser 200, a first time from a 
time acquisition part 206 and a password from a 
password part 205 are operated in a hash part 207, and 
a message including this first operation result and the 
first time is transmitted from a message transmission 
part 202 to a Web server 100. In the Web server 100, the 
received first time and a password in a password storage 
part 104 are operated in a hash part 106 to obtain a 
second operation result A validity examination part 107 
compares a second time from a time acquisition part 105 
with the first time, and it is decided that the receiver 
message is valid when the second time is later than the 
first time and the first operation result is matched with 
the second operation result 
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(57)[ Wtb] 

[ BRA] *y> «7 -^-±T-¥*^il{f £ 1 HWt? fc'lt 

[ we b ^7 ^t'2oo tcjov vt, mm 

0 6 ©Sfl <£>H#£lJ£ !7 — K §152 0 5 *^f> 
<0/<*!7— Kfc'iha s h ffl52 0 7 T*^U 
©««S*i: JtBSJl W^Jt Sr-^tp^ y -fe-v 5 ^ y 
■te-i/mB&2 0 .2 *^We b 1J— -^1 0 O'Kigfff 
5„ We b /<1 0 0 T?tt, SfBLfcSJl ro^fSlt /< 
* 7 — K fEttSSBl- 0 4 <7V<* !7 — K £ £h a s h Ul 0 

?fegi51 0 7 1^*51/ vf, ®fMffl§Ul 0 5 ^)^<D®2 <£>B£ 
Mi ±E»1 «r JtiaL , S52 4>i$$»*!gl 

&fc0 '&X\ ri>o±fESgl ©«JWgJ&:!62 Wgl^m 




Best Avaiiaoie Copy 



7 — K £ A^D-f 5 17 — K A^S± , 
±lE&#LfcBf£iJi: A^$ fife'** !7 — K £ Sr^F«Ii£lC 

fie 

[ If #92 ] m ©"WK: 7 — K k Sr * "TigKJ&P 
iSWLfcSBl oatlHSjlU: ±SEg§l ©B*£i]i: Sr^*^ 

±BWl ©«»«: j3r£©'<*!7 -K t «r^HTjS!lcJni?S 

±12*1 ©"Wit SS2 ©l$Mi: fcJfcttU *0Jttttt& 
KJSCT±!EgffiL£Sgl ©flHSttJU: ±1Bffi2 ©fltg 

ffio 

1 oflHMSftj: $2 ©SOMtlU: as-gcLfci # ±tt* 
«2 I5«©ii{f S^fio 

I ts*94 ] ±tsmi ©i**!i«:'ia«ri-«Ett#a*» 

ixSHi o«*l*J:flEIEltL-fcJISi.©>«!U:5 
ffl3fi& 

1 Srit«£-T5 r k * imt 1"5 fll#S2 fE«©i§{8j£ 

a. 

-K SrA^-f 5/<*7 -K A^#S£ > ±!BBtf# 
t,- ±®Bl ©iWH*«k ±e»i ©B«Si *£tw* y 

2 '©^*|«:tt#r5JB2 ©i*M»##lU: , ±IE»1 © 
MfMb Bfi£©/<*!7 -K 4: WdNIiWICL II2 © 

flantftta*i-«.*2 ©sas^st . ±S2®i ami 

k %2 0>*Mb fett«U » ^©tt&fcMM^C T±fE8 
l ©&£*&££ 832 ot&msist «ritlW6r t 9 
±B* y'ir-^OEilttSrWfirs'we*** 
^2 ©jifS^gt^i^/iSiilfv'^xA. 
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1 ®2 <om&m»k ^s-gcbfct § ±ie^ 

[ $*S8 ] ±15^2 ©i§{f ^Stc±!S?gl ©«*]*: 
jbfj»t- i?fc«4ii6JBi ©B«El*±BB1ttfcJBi 

#Bl ©ii«IIIB4aS«7cflMt'^±^ y 

i^ftb, ±!ESfS2 ©ffiff ^tt»c±SE^IS©^l ©ififBK 

[ HMt^ci o ] tm&wtt&mmmtcak v 

7 — K 5r A^-T-6 7 — K A^^Si , 

±IESf»i^Mt ±IER«!Jfc Sr^tf^ y ir-^Sr^t T 

Lfcayifa-? R««9 ^TtB^ietHKfte. 

[ 1 ] Ml ©R#SiJt 7 — K k «r^^Ii£(c 

mxad(Lfc»i <o8S&&$kk ±xm\ <nm\k *<£ts 
±es«b#©^2 ©^irttnTOtimamojifc , 

JO ffU*2©fldW»U*tSflW«»:, 

±15811 ©^fc*2'©B«ai*'Jt»Lx %<Dim&%: 

&&k ZtmtZZk \z£ <9 ±K/ y -fe-i?©jEatt«: 
♦036+5 W&HMk ZMrtZ fc*©7*n ^7 ^SrlEU 
L fc= y if » SS^S9 W^EflBKfK. 
[ gfi*«l 2 ] ±Effle«iitt, ±E«l ©B#S"Ji SI 

2 ©««04:©aE©i*IIII«S3B©*IW£JlrtT*)9 , *^o±E 
Hi ©fltttt**i: S?2 ©flUMUfJIU: ^HSbfci *±B 
> y EST?*)* t ifWM-* r. t Sr^t i" * IS 

40 *«i 1 fE«©=" y tr » tjmftffimfc, 

l m&l 3 ] StffL y -fe-S? fc-gr* R$Mtr 

fcB^giJJ; 9 **T'fo5 frm>&mi£rz Z k *W®Lk T 
5S!*5l l K«©3^a-^BKiJft9 WIKcSEtt^ 

[ ffijfcJll 4 ] ±1Sp< y -t—^»4aSfll7cflM8Sr^*» 
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I «91©l¥fcifcK911 

[OOOl] 
[00021 

«W)ttJ*tt»*»6B8«W)A*( lift) fcfcofcflWMr* 
iBQ-rS r. t *HLV^HftT?*6. «*tfR F C 1 3 2 1 
fcS*£ih/5MD5 fc£©B8ft-Cfc!> .Massage 
Di gest ©fWi£lw<b!fUfl33*ia. HBBLhtt/^ 
v/ 3 (hash) Hfti: L Tfcib *l6 B§8fcaSfiJ/B£ ^ 

[ 0 0 0 3 1 ■• o n e -t i me 7 -K SfSSE^fe 
-y9 V ftfc*©^y YV-9 OftMCk <b fco 

*y bV-9 ±tr*K5/<fry h *»* JL"f*J5c4r 
©#&(::<£ 5 T# 7 V h -^v** !7 — K ©^FIE&#fc5 V * 
tt*jEfOT#fT*kft5 <fc3 K&o T# fc. ' AT &T Id 
iSOTP&i'fllft^tvSo n e -t i me^7- 

i«refflv^*iTv^. £©#»•?«:, *yh7-*± 

* 8Eft5 /<* 7 — K ttttl*f$lalK*>3 <fc 5 KW* ftTV * 
[0004] -challenge response 



±flEt InJtK© @#n?, challenge respo 
n s e SM8E3WS!WfflV^itTV^. dfttt* 9W 9 
^Y*mf\.1t9y^7^Y (c*)-LTf— 
tH£tt5c ha 1 1 e ng e 7—9*. ^7^T>h{ll 
TV** 7 — K Oh ash Kil&^AiT/S ^ t "C, 7 — 
K BflcttJEfllLfcVMrfc BBtebi* x hash tt*©r e 
s p o n s e T—9<D*Mft$m%.t>Z>i.O fc&tteivC 

y h #*y b V-9<D&<pvm% 8£'ftbZ. k fthiX 
t> , «-©✓<* 7 — K. flHW**»fcfc.5 r. k tt, WM& 
fcJfe*fciMt< » ^*7-K©gr£H^ii5*^;h*t B 

i ( b ) m) . 

[ 0 0 0 5 ] • NTP ( Ne t wo r k Time P 
rotocol ) 

*y YV-9 fttt& tilt* -9 3EL 
< ISS1-5fc»07 , nh n^tLt, TP ( Ne t wo 
rk Time Protocol ;RFC1119) 
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[ 0006 ] 

challenge response §HK3iE^iSfe"C 

ffi0-C4$Lfcc hallenge 7-9*9 7 4 7>Y 
«lw3S9 £h\Z.9 7 4 T flrrtroc hall 
e n g e T— £ response -r — ^ Sr^fiScL T 

10 K*©WBE©fc©K:, *©3 EWHIffi/^y h ©i££ffi? 

t. 5 fc»ft= * b fc*y M7 Kb 7 

■7V 7-i/3 ^©Ste-fcH:, *©Jt3Ftt«:*£1-fcv>$ 

[ 000 7 ] ±|E©IWB«r«»i-*fcftCfifc 
**tfcfc»T, -0©a8BBf*©fflIiEOfc*»c, -0© 

1 0008 ] 

20 i wmzMfctztztixD^m ±%&<Dm&im.i-z>it 
% mmmz&b > /<* 7 -k % a^-ts / ^ 7 -k a 

> ' ±I5S#L fcB$giJt A^3$ ilfc/<* !7 — K i: 

[ 0009 ] 4fc, *»WlcJ:*«i©ffl«»»c*!V^ 
tt, JBl V —Y t ^ra»KUPI«»U fc 

|gl ©iS^^-t ©B$*Jt Sr^tf^ y *-^«: 

itw*»c«uT±iEaflrLfcjisi ©awsw*k ±kjb 

2 ©S5g[^*i: «rH*rf 5 r (ci 9 ±g& v -fe-^o 
[0010] Sfc. *»W»cJ:5ififll^^fc*sv^T 
ZXJrtZ !7 -K A^&i: » ±IE^#L »l © 

m <Dm.fe%&m-tz>m ©«»#ai > -±ibjri 

©&&*£&£ JblEJBl ©BWat *^tf> y -fe-i?«rffi* 
UTaS«i-*i5S«#«i:**i-«JBl ©ii^St , ± 
IE* y -t-^tSHTt-i S« , ±gEg{fB#©^2 

©B»a«r»»f*»2 <Dmm%z-wik . ±easi ©b* 
^ijt ffife<7>s<*7 -k t t^raicapuwiL «2 ©^ 

lttl*SrtlWJt5fl!2 ©«»f St , ±EJBl <^^Jt 
912 ©BtSiJt *JtttL» *©Jt«BlS*iaCC-C±IEIRl 
©«IWSfl«: 152 <D®nm%:k & JttWS :i lc«fc •? ± 



[ 00 1 1 ] Sfc, *»W»U*1E*fl«ttt*JV^tt, 

17 -K A*>*a3fc , ±1BM»L fcBWSJi A2)£ ivfc 
7 -K fc £ ^iSlcJDXiSgtl-S ttgffiai: , ±1E 
iMMUjlU: ±ffi^Jt «rStw« y ffcdtLTiSfll 
1-5 i^tftiat £HfTl-5 1tt><r>7u y- 7 A5r!StSU T 
VS. 

[ 0 0 1 2 ] *fc, *»W»cJ:*flW)lEltK{*:fcJ8V^T 

m ommt 7 — k fc st^f ^jei-anxiaiib 

?gl QtftJttMU: ±KJRi ©R^Jfc **tw« y 
g{f-f3§:ff*ttafc, ±IEg{f B#W|g2 roH#SiJSr®#1- 
5 ^JStt^St , ±flE»l OPWBli: »fi£©'<* 7 — K 
fc *r^iana!lP33WLSIS2 oSSm liW-TS 9lM 
Hmt , ±EJ&1 ©WW* $2 ©ff^Jfc trJfctfcU *© 

2 ©&££&£ £r Jt$fc-f £ d fc KJ; 15 ±1^ y ir-v*© 
[0013] 

[ 3§$©3lte©J$§] £JnF, 43B93©|gtt©K$BfrHS 

( §F5l ©**£56©Jfj$) 112 ft, #$£$&Wo rid W 

1 d e Web ( JUT, We b fc B&1") V—'<AXW 7 
47>h fc LtOWe b 7 , 7^iftC/iV\fc#3-©il{&>' 
^^A^^-r^nj/^glT-foSo 02 (C&VT, 1 0 0 
rt«at©»IBfct5«BiE«iBSr^n-5We b i - — 

2 0 0 (±*HJgro^ffi(c«t5> yt--;i:3^t5We 

b 77*-r-e*>5„ 

[0014] Web '<1 0 0 fc We b 7*7 ?if2 0 
0 li^^^y H7-^300 Kgagfe"? *L, We b 7* 
7 7^2 0 0 a»*b*y h!7 3 0 0 Sr^LTWe b -< 
-v'ffi^y y ^ h tf'We b if— '<i 0 0 ~ * y -fe— 
S?t LTi&bixSo We b if-/<l 0 0 "Cli, ST. S 
fSL fc^ y *—:?© jESttSrWWL , jESTfcS £ fc tf* 
fg&<b it4> fc , We b 7*7 7 if 2 0 0 'xhlE!" ^ ^ h 
S'ftfcWe b ^-^flMSraSftfi. We b 77 7if2 
0 0 Tfi, gffibfcWe b '*-5?flMI4r«*i-Sw fc a* 

[ 0 0 1 5 ] (Si, r. ©02 <D*y V V — * 3 0 0 I*, £ 
yh-C*>*»6i*>a. 

[ 0 0 1 6 ] 03 IJWe b tf-Ai 0 0 «rMfR* 

-y->*rAT«£*vtVS„ BP*>, ^p**?*** 
IrtLfcHDgffil 0&XM*1> 11, *yh!7-*3 0 
0 fc g8Mtf-<6 fc*t>©*y V 7—91 /F 1 2 , T'n^ 
#«©*»* »W-*CPU1 3 , t'd^A 
*JKIW^nH»*t*5fc*!>©FDjRIIl 4 , ^fflaVh 
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n -7 1 5 , £*#-K 16, -?7* 1 7 , #-K 

1 8 , x>f *7W£B1 9 *^3ft»bflM»iXTV^. 
[ 0 0 1 7 1 B4 (4We b^7l>f200 £ffiMe£ -tiri 
/n-K >> xT<Dm&Mi:7tt% <DX~h<0 , -te©=> >f 

^UfcHD^S2 0 *y 2 1 , h!7 3 
0 0 fc ttMrt-*fc«>©*y M7 I /F 2 2 , 7*n ^ 
7Afr,t5«-«©*n i SSr5lfi 1 -r2)CPU2 3 , 7*0^7 
ASrjSEtt»»e>n-Ki-5fc«>«)FD3Sfi2 4 , W&^s 
10 h d-7 2 5 , «^tf-K2 6 , -^!?^2 7 , 

F2 8, 7*^^7 , U^iilg2 9#fc*7!i>k1??)&*;h/CV 
S 0 

[ 0 0 1 8 1 05 liWe b If— /<1 0 0 fc We b 7*7 
If 2 0 0 ©«fifc*««fkLfc^n y r inh 

<z>&n<?>&im$:3mL-fc7'*y7i»te. 03, 114 ^ 

— *TflWLJfet4. HDSil 0 , 20^t!ll 
1,21 fc5 VHF D^Bl 4 , 2 4 K&if&'-tL, ^-H 
"C-SliTCPUl 3,23 T-^T^tlS„ 
[ 0 0 1 9 ] We b 7-— ^ *1 0 0 (4, ^(-7-^3 0 
20 0 _b5>P> ^-^Sr^l-m-S^ y -fe—^SfSSBl 0 1 fc , 
*y h!7 -BCx-* SrSH)' ffl-r^ y ±~^mi 
0 2 fc , {@*WWe b ^-^1f$8^ISltLt*3t , 
jCjSCT^tlASri&O (±J-t^cS!)(DWe b fflf«fEtSSBl 0 
3 fcri^&5iI?i?<£>We b T'-^'tOlS'jJtlC'jb^-C, ^» 
!7 — K :6*^^ tltc<* 7 — K lEfltmtl 0 4 t , a 

>f a. rtw^jtt ^si#-rsfeft©^a!ii&^i 
o 5 fc , ^sjm^axm^m -Jvfammzw&i-z 

h a s h gtfl 0 6 fc , ' A^)^ ^fcH*^JfS#**=h a s h & 

JO 7 fc^ffifi^il^. 

[ 0020 1 *fc. We b 7*7 ->7*2 0 0 »±, ^y h 7 
-9 ±i»& ^SJtSS > y ■fe-v 5 SftSf'2 0 1 1 
fc , .^y h 7 -9 t\z.=r-9 SrSSO tHi-p 1 y -fe-^iSfll 
«P2 0 2 fc , 3.^ifC0**SWe b flWISriftfef 5UR 
L #fc*Sr#SfcftcOWe b 'm«9^B2 0 3 fc , gftL 
ytWe b ^-^flMMr-BW^-BfcftWWe b flmSnHS 

2 0 4 fc a»P> #3 ii^WWe b 7*7 if <7> •flfig^JD^ 
T, *-#-Kfcfc*©A^®d>£>3--if H*©/^!7 
— K *#Sfc*©/^7-K BciMK2 0 5 fc , iilEWe 

40 b if- /<1 0 0 fc HHt©^jfe#a52 0 6 fc , ilEWe 
b if-/*l 0 0 fc |^-©h a s h U2 0 7 fc d^ffif-ji^ 

[ 0 0 2 1 J 06 liWe b 77y*if2 0 0 d*H^L^7' 
n /9 A©^S&^-f7 a -f-+ H- TfeS 0 We b 7* 
7!?if2 0 0«, We b t-^'l 0 0 \Z7?±*L&0 
fc1-S^, 3-1*Sl00l*7y7°( WT, ^ryT" 
' ») t?, We b ttWBtWS2 0 3 iiNbURL ^fc*(OWe 

b flnetm&tts. w-s 1002^ /<^«7-k s# 

S152 0 5 frb'<X7-F*nZo igcV^TSl 00 3-C, 
50 B$giJI&#gi52 0 6 frb im* #S = -tUTS 1 0 0 4 



7 

T\ *tlh<Ds<X7-Y t tifMZh a s h &52 0 7 (C<t 
oth ash i~5 0 

[ 0 0 2 2 ] £ £ (CS 1 0 0 5 T\ Z<Dh a s h 
±BWai, We b *Bai»B*SS*.T^ <x 

^2SfB»2 0 2 j&>e>T^ir*B#SrWe b if— /<1 0 0 
CS5o S 1 0 0 6 "CWe b /<1 0 0 

^)iS^t#o 0 ^LT, We b 0 0 ty y ir- 

^jESttasBftbtlSfc We b 0 0 frh^- 

VmmimSiZ tVh <DX\ S1 00 7t^y "fe-S^S 
{fg(S2 0 1 (wi 19 We b U— /<1 0 0 2><b <OWe b tf)^ 
-^tiWRSrSWB*,, ^TS 1 0 0 8 T\ We b (D-< 
-^fflf«*:We b fflft&*%£R2 0 4 t»3tt*f 5 0 
[ 0 0 2 3 ] 07 ft, We b ^1 0 0 iSSOgLfc^ 

2 00 1 T\ We b v^^lfl 0 0 4*07^^8* 
£#o 0 S 2 0 0 2 T\ ir-v^f IFI51 Oii»W 
y "t-i/^Who iW-S 2 0 0 3 T\ * y <K—*J<D=l— 
1ftftai-S/<^l7-KS:, ^!7-KIE«Al04^ 

e> fto mi-,, Wt^xs 2 0 0 4 -e, r$sij&#£bi 05^ 
ibwe b -9—'<im§:imm 1 &?#5 0 

[ 00 24 ] ^LTS 2 0 0 5 T\ ^itLtz/ 
^fcWe b ^5 »?1f{BaOB**jT2 ttH". £fcS 2 

0 0 6 T\ ^TsV -K flatWl 0 4 #<b tlfts<X V 
-K <b ±ISB#^JT 2 k*. S1004t [^^Jlg-Ch 
a s h -m- 0 6 0 fHSU ^<£>h a s' h J£*H1 * 
»5. ^yt^4«ha s h «*H2 «rE0 tti 

•To 

[ 00 2 5 ] -tLTS 2 00 7 T\ ±fE»SMr 1 . T 2 
&Xfh a s h , H2 &jE3tt»$ft»l 0 7 

WU »SE©RR«:*Sf 5. *LTS 2008T\1 

■**e> we b * ir-^t m 

0 2 fcfc9 We b ^^if2 0 0 fcaft^S'. B 
IE*3EaT*V^J!&tftOti^"r5o S^t-S20 0 

1 f-J?9 ; &OT***»3|*f»fc<&fr*<5.' 

[ 0 0 2 6 ] H8 tt, -*|filBB»SratlW'5h a s h §15 

1 0 6 Rlfli a s h g&2 0 7 (O&S&^LfcT'n ^7 

SrX^J"C«^b, J&>o-#fflHSfcfcLT, RFC13 

2 l -lc^ix5MD5 SK££#J/l1-6#^o^T5£-< 
5. *1*S 3 0 0 1 T\ g»t»ofc^7-K k iSSIffif 

998 /J an/0 5. 13: 34: 20j <7><t? t£f& 

[ 00 2 7 ] ftKS 3 0 0 2 T\ X^Kt;Lfc^I7 — 

S3003T, MD 5 HSWttWSrh a s h &!kt t 
5o ^Jx_ fi . '^7— KT paspaspasj. B##J 
ri998 /jan/0 5. 13:34:20jig£ 
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fctH*3»MW>ix5o MD5 ("paspaspasl9 
98/Jan/0 5. 1 3:34:20 ") =" 0 e 4 
7el21d0 4 8 065433bbf 8eed344 
6 2 5 8 " S£oT, Ji^r 0e47el21d0480 
654 3 3bbf 8eed 3 4462 5 8 j a s h 

[ 0 0 2 8 ] H9 tt % jE3te"$*ttl 0 7 O^SSrll^ 
Lfc^o^7^^^**^7n— ft— h TfcSo IE 
70 ^tt^Scgpi 0 7 tt, ^ixTt fc* y ±-i?\Z&£tl 
% 2 t We b 1f-/<rtOH#*jT 1 , 

^Jj't-^i^ha s h^2tWebt 
-/<rtldlBttLTV^/^!7-K^e>4*L*:h a s h 

[ 0 0 2 9 ] *TS400 1 T\ %htlX%tt*y-k— 
^rt©KF*jT2 t We b ihw^IiJ^^jT 1 t Sritg5 

iS*T?*V^C>tf, FALSE^dl^-r^o ft 
20 CS40 0 2 "C, ivC# fc^ ^ ir— v^rt^h ash 
^^H2 ir We b /<(^^15tSLTV^^7-K^ 
f>«lfcha s hJSSHl kSrJt»L, -SLfc*e> 
liftoff y^ii*, -SfcL^v^fbti, FALSE 

4:lHl^i-5o WCS40 0 3T\ TRUE^Ifi]ft5 0 
[ 0 0 30 ] #^<^f§-m, -K fc B#^ji £ 

AAtlThas h ^HCMt, ^~lf 

^5rha s hfflOA^tiiSDUTtiV^ ifc*^ffiO 
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